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Berkeley Lab Checkpoint/Restart (BLCR for short) is a part of the N
SciDAC Scalable Systems Software ISIC, with the goal of providing a i bl ]t
reusable, production-quality, system-level implementation of T . —

Checkpoint/Restart tor High Pertormance Computing on Linux clusters.

Sessions

Extension API
Signal state/handlers
Restart system calls
Ptraced processes

Implemented at the system-level Single-node with an extension interface -

No source code modifications for most scientific Handles most resources within a single Linux kernel e
applications instance (see chart at left) Resoueelns
Recompilation or relinking with a supported MPI may be Allows external support for resources BLCR doesn't e
required save/restore Regr T
Permits save/restore of resources not easily accessible LAM/MPI 7.x uses this interface to provide e r—

from user space coordinated checkpointing of MPI jobs and TCRUDP sockes

mmapped files

Saves and restores the basic resources associated socket or gm communications. St g s
Virtual address space with file mappings (exec and libs) Support in other MPIs 1IN-progress Block device files

(/devinull, /dev/zero, etc)

Registers . . . .
Sig%lal Handlers Mlgl’athIl-Capable (llmlted) g{iocl/selgﬁles
Upen ilieg (Mo netierenee” mei fulll eamien) No node-specific data required in the checkpoint S

e No attempt to hide IP or hostname changes
AVallable o1 X86 and X86'64 aI’ChlteCtureS MPI supp ort exists in LAM/MPI Mprotect() and madvise

No significant technical barriers to other ports No resource virtualization or interc epti on of st | 1|
Available on a wide range of kernels C-library calls

Linux 2.4.x and 2.6.x from kernel.
81111181?7.2 t)fni)nugh 1()%() O RIS BLCR adds absolutely zero code to libc execution paths

Red Hat 7.1 through 9 Security-conscious

Fedora Core 2 through 4 Checkpoint permissions follows that of signals and core

Many others dumps

NO support effort for 2.5.x development kernels Process owner or root required to request a
Open Source Software checkpoint |

Kernel portions under GPL Set-1d processes may not be checkpomted. |

User space portions under LGPL Restart procedure does not bypass normal permission

Implemented as a loadable kernel module checks

No kernel patches to void vendor support
Can more easily track kernel updates

Uses GNU autocont for wide kernel coverage

Can check for specific kernel functions and data types
Not dependent on kernel version number, making it
tolerant of patches applied by the distribution, vendor or
site.

Key to supporting Red Hat 9 kernel (a mix of Linux 2.4.x
and 2.6.x code)

Integrates GNU autotools with Linux kbuild

configure; make; make i1nstall

Preemptive

Not intended to replace application-level checkpointing
when available
Can be used to respond to fault precursors, such as:
High correctable error rates from ECC memory o
High checksum failures from interconnect | .
Elevated temperature (IOSS of a fan or chilled Water) PESEEIEEﬂ%FSq(%\r]:;kJ‘bl\I/ielge?rtrtgt:t/ gtgﬂgin%iﬁﬁféeg’(%égg J, Hargrove P and Roman E 2003

Can be used for preeemption in batch SChEdU.liIlg The LAM/MPI checkpoint/restart framework: system-initiated checkpointing Proc. Los
. 13 . < s - Alamos Computer Science Institute (LACSI) Symp. (Santa Fe, New Mexico, USA, October
Higher utilization (no queue draining) preioi (LACSD Symp. (.

Lower wait times (tlme slice the “wide” JObS) Also appearing in 2005 Intl. J. High Performance Computing Applications 19 479-93

- - * Duell J, Hargrove P and Roman E 2002 Requirements for Linux Checkpoint/Restart Lawrence

Multlple QOS OpthIlS Berkeley National Laboratory Technical Report LBNL-49659

SMP_Safe and thre ad_safe Duell J, Hargrove P and Roman E 2002 The Design and Implementation of Berkeley Lab's
. . ~ Linux Checkpoint/Restart Lawrence Berkeley National Laboratory Technical Report LBNL-

Supports both LinuxThreads and NPTL versions of 54941 w
POSIX threads Roman E 2003 A Survey of Checkpoint/Restart Implementations Lawrence Berkeley Natzonal

~ Laboratory Technical Report LBNL-54942 |

Taking a Checkpoint

Modification of a context file will not lead to privilege
escalation

Checkpoint I/0O Performance to a Local IDE Disk
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